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The following banks have contributed to the content and drafting of the presentation. Such contributions do not imply

that the institutions will implement the approach set out in the paper, but rather that they believe a Scenario-based AMA
is conceptually sound and, if implemented with integrity, should be recognised as qualifying for AMA status. The views
expressed do not necessarily reflect the overall view of each individual institution.
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= Overview of concept

= How to determine appropriate scenarios for OR?

= How to ensure that scenarios are consistent, relevant and capture all material OR?
= How to evaluate scenarios in an organisation?

= How to use scenarios for modelling purposes?

= Why a scenario based AMA improves OR management (example application)
= Key benefits of a scenario based AMA

= How other building blocks link into a scenario based AMA

= Qverlap / similarities with LDA / Scorecard

= |llustrations
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Objectives of the presentation

= To demonstrate that a scenario based approach is conceptually sound

= To define the key features of implemented scenario-based AMA approaches

= To prove that a scenario based approach is a valuable basis for managing risks
= To indicate that banks are fairly aligned in terms of thinking about scenarios

= To describe how scenarios can form an integral part of economic and regulatory
capital calculations

= To illustrate how scenarios can be constructed in the most useful way
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Executive Summary

A scenario based AMA

is focused on a forward looking assessment of the key operational risks in an
organisation taking into account both the internal control environment and external
threats

is an approach that employs the technique of individual scenario evaluation in a
similar fashion to market and credit risk

is based on all available information (expert experience, internal / external losses,
KRIs, quality of control environment)

leads via a model to a sound economic capital number that helps to incentivise
prudent and pro-active OR management

bridges the gap between LDA and Scorecard approach
(or at least has a considerable overlap with each)

has been or is being successfully implemented in a number of international banks
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Introduction

= Scenarios are defined as potential events (i.e. events that could happen in the
future).

= Risk is inextricably linked to the evaluation of ,what-if* certain scenarios occur. The
evaluation process involves providing answers to two fundamental questions:
= How likely are certain scenarios to happen?

= How severe could their impact be?

= Scenarios are already an important technique in the evaluation of market and credit
risk as illustrated in the following questions:

= What is the impact if the yield curve shifts by 20bp? How likely is this?

= What is the impact if this customer defaults? How likely is this?

= Scenarios are also an essential component in the assessment of operational risks
and determination of capital.
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Overview of concept

Scenario
Generation

How to determine
. scenarios in an

appropriate

scenarios for OR?

How to ensure

that scenarios are

consistent,
relevant and
capture all
material OR?

. Scenario . Data . Determination of . Model & . Model
. Assessment | Quality " Parameter Values ' Parameters . Output
How to evaluate How to use scenarios for modelling purposes?

organisation?

275,26
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892,72 o ' A A AAAALAO '
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How to determine appropriate scenarios?

= The determination of a appropriate scenarios that are

Scenario Classes
representative for OR is key to the scenario based AMA A A A AAAALDO
_ L A A A A Ak §
= Scenario classes — one or more — are classes that are A A A AAAAZ
- : AL A b b kK A A 8
derlvgd from Io.ss event types or risk factors and that AAAAAAAI
contain scenarios. (Example: Scenario class = IT-break down.) A L b bk kA2
— o AAAAAAA(
= Organisational parts are the parts of the organisation for A A Ak Ak kB

which OR is separately evaluated.
= Generate scenario(s) per scenario class and organisational part based on:-
= guided discussions with the business in workshops (eg. Dresdner; Fortis, HBOS)
= a matrix of ,critical resources and states of risk (eg. Banca Intesa)
= weaknesses per risk factor (eg. UFJ Holdings)

= a specification of critical resources and failure periods by the organisational parts
(eg. Dresdner)

= addressing particular management concerns (all)

= All scenarios are fully documented to allow independent review and assessment
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How to ensure that scenarios are consistent, relevant
and capture all material operational risks?

= Consistent?

= Every organisational part must consider as a minimum each of the common set of
scenario classes, thereby achieving consistency of the overall framework.

= Techniques such as workshops assist to achieve consistency of scenarios across
organisational units

= Review by Internal Audit and Risk Functions provides further consistency between
organisational parts.

= Relevant?
= Every organisational part assesses the relevance of all scenarios to its business thereby
ensuring relevance to them (e.g. if a org-unit is not dependent on IT, it does not make
sense to evaluate the risk due to IT break-down).
= Capture all material operational risks?

= The techniques to determine the scenario classes (eg use of expert judgement and
historical loss data) maximise coverage of known and foreseen risks.

= This coverage is further enhanced when applied to the organisational parts and discussed
with them to ensure that their specific risks are covered.
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How to evaluate scenarios in an organisation?

= For each scenario banks assess potential loss frequencies and potential loss
severities.
= The organisational process of evaluation is based on:
= questionnaires
= guided workshops
= central (management) expertise
= In order to come up with plausible answers banks base their evaluation on
information relevant to the scenario, such as
= an assessment of operational quality / quality of control environment
= past losses, key risk indicators, insurance
= industry and managerial experience
= To validate the scenario evaluations banks apply techniques such as
= 4-eye principle
= Internal audits of assessment process and resulting quality
= Comparison between actual losses and expert expectations

= Consistency checks (e.g. psychometric analysis, Group functions challenge profiles of
organisational parts, comparison to internal audit findings and validation.)
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How to use evaluated scenarios for modelling purposes?

= A good risk model must be consistent, robust, and stable over time, so that
changes in economic capital result from changes in the underlying risk profile and
not from changes in the model.

= A model on risk requires plausible assumptions where distributions or analytical
solutions are used

= The model requires the estimation of its parameters.

= The data required for the parameter estimation must go through a rigorous data
quality assurance.

Raw Data AFTER data cleansing Parameter Estimates for Distribution

Typical Frequency Typical Severity Mean Standard  Mean Standard
Frequency Upper Bound Severity Upper Bound Va=le [T 1o AN 1 i o)) REESY-1"=1415% Deviation
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Why a scenario based AMA improves OR management

= |n order to reduce risk OR managers may decide to improve the quality of their risk
factors (such as controls, IT, special knowledge, etc.)

= The process of evaluating and analysing the risk factors and controls associated with
scenarios provides important information on how to improve OR management.

= Once such improvements have been achieved, i.e., organisational parts have
reduced their operational risk profile, the corresponding scenarios can be re-
assessed.

= |f the re-assessment leads to lower frequency and severity estimates this will result
in a lower economic capital requirement.

= In this way an incentive is created to improve the quality of their risk factors.

= This in turn leads to an improvement in overall OR management.
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Key benefits of a scenario based AMA

= Forward looking, pro-active risk management

= Direct link to the management process (use test)

= Takes account of internal losses, KRIs and external events

= Responsive to changes in the environment

= Immediately incorporates changes in the organisational environment
= Focusses on ,key risk exposures” / material exposures

= Relatively transparent

= Supports risk culture

= |ncentivises risk management

= Strong link between controls and risk

= Linkage between economic / regulatory capital and business risk profile
= Business specific / flexible to adjust to the business needs

= Helps identify mitigation priorities (cost/benefit)
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How other building blocks (Losses, KRIs, Control
Environment) link into scenario based AMA

Scenario Generation:

= External losses to build sensible scenarios

= Loss types to devise sensible scenario classes

Scenario Evaluation:

= Loss data where available as a mean to assess scenarios or to validate expert evaluations
= External loss data where available to help assess certain scenarios

= Key risk indicators to validate the assessment of certain scenarios

= Quality of control environment is considered when assessing frequency and severity of the
scenarios and in some cases explicitly rated.

Model building:

= Historical losses where available to determine and justify assumptions about statistical
distributions in the risk capital model

Validation of aggregated potential loss distribution:

= Historical losses to check on plausibility of certain quantiles of aggregated potential loss
distribution

Page 13 © Scenario-based AMA working group



Example of how other building blocks link into scenario
assessment

= External loss data, loss event types and knowledge about necessary operational
resources generate the following scenario:

= What if a particular IT-system (e.g. a key payments system) breaks down for a
critical time period?
= An expert in payments systems estimates on the basis of his experience:
= a potential loss severity for this scenario of $100,000
= a potential loss frequency for this scenario of 1in 5 years.

= An analysis of past losses shows that he has indeed estimated a reasonable severity
number.

= An analysis of the corresponding key risk indicators (e.g system downtime / IT staff
turnover) shows, however, that he has underestimated the potential loss frequency
which will subsequently be corrected in the data quality assurance process.

= Thus other building blocks can be used both to generate scenarios and assure the
quality of the assessment thereby influencing the resulting economic capital.
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Overlap / similarities with LDA and Scorecard Approach

An ,,Scorecard Approach® and a Scenario based AMA both
= employ scenarios to be evaluated as part of the ,scorecard”
= are sensitive to changes in the actual operational risk profile in an organisational part

= make use of expert opinion as part of the data to assess the operational risk

A Loss Distribution Approach and a Scenario based AMA both:

= employ a statistical model
= recognize the fact that loss data alone is not forward looking

= rely on scenarios where losses are sparse
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lllustrations

Overview of implemented industry practices
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How to determine appropriate scenarios?

© Scenario-based AMA working group



Banca Intesa

Employer relations,
policy & Employment
law

Employee criminal
activity / repudiation
of law

Institution criminal
activity / repudiatio
of law
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Risk Factor
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Employer Risk Strikes BMPIOYER | hiscrimingtion | unauthorized | Confidentislty OFKRIECE
compensation s safety
activity
Asset Risk

Electronic Information Risk

IT & Utilities Risk

Organization & Process Risk

Business Partner Risk

Business Practice Risk

Product Risk

Environment Risk
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Dresdner Bank

We have defined 10 risk factors, that we =

believe are the most important usual
resources in any process or any
organisational part in any organisation.

For these 10 risk factors we have build 10
scenario classes, i.e. the resource fails,
breaks down, is of poor quality, does not
work, is not existent etc.

Example:

Resource = IT.

Generic scenario class = IT
breaks down critical time period.

Organisational part = Front
office equity trading.

Specified scenario = IT-system
(e.g. Imagine) for equity trading
breaks down 1 day.

Organisational Part 1

Organisational Part 2

©
c
o
=
«
&
c
«
o
S
(©)

Organisational Part ...
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In order to determine specific scenarios that
are meaningful for a particular organisational
part, we ask whether each scenario class is
relevant for the organisational part in question.
If yes, scenarios of this class are specified and
evaluated by experts of the organisational part.

/

\

v" Relevance
v Specification
of scenarios

by org-part

v Assessment

of scenarios
k A
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People - People

FORTIS |

- 1.2.1 Availability
Risks associated with not having the right number of people to perform the business processes of Fortis.

ORGANISATIONAL PART o
. Network . < Merchant This includes risks such as:
Business . o Inability to attract and recruit the right people. Fortis or the department is not considered to be an attractive employer and potential employees will not respond to personnel
Bank Bank adds. Or due to internal impediments, like a recruitment pause.
. B o Inability to retain the right people, e.g. because working conditit ion, career ives are i to be i 'y by the current Fortis employees.
Business Line ME - IPS o Empl are not available at the right moment and the place to operate the process properly.
Legal Entity BE NL . . o Inability to lay off employees in times of down-sizing or inability to lay off people whose performance is unsatisfactory or who lack skills that are necessary for the fulfilment
of their function.
- P
ethics/trust/company values O Importance of this risk in your business arca How well is this risk tracked?
(inherent/gross risk)
PR .
1. People Availability of staff N Less More Very well Not at all
Trained/talented/competent staff «——— —> D — .
Motivated stafl ‘ T T [T T TR
v
Mission and vision
. How well i this risk managed? What is your level of concern regarding this net/residual risk?
T Very well Not atall No concern Highly concerning

Adequate organisational . A - 5

structure, management authority

S \ [T T [T T TR

el ST S m * R If you ticked one of two right-most boxes, please comment briefly:

2. Process processes ‘ ‘
.

Process/control execution .
= conform design
f,_."’ Appropriate information and N Scenario Analysis
8 communication processes * Do you consider the availability of people as a critical resource for running your business and meeting your business objectives? D
7 Well designed and executed *

. .

§ monitoring procedures (answer to the following questions only if you tick marked to the previous question)

. In the case 50% of your staff'is not available, my operational risk profile could be impacted as follows:

The increase in the number (frequency —# events per year) of operational loss events taking place is likely to be:

. 0% 10% 25% 50% 100%+
.
+— —
.
' |IIIIIIIIIIIIIIIII:I:|I:IIIIIIIIIIIIIIIII-
.
. The increase in the amount (severity — EUR amount per event) of the individual operational loss events taking place is likely to be:
for the average loss for the largest 10% of my losses
N 0% 10% 25% 50% 100%6+ 0% 10% 25% 50% 100%+

= We have defined a comprehensive list of risk factors (resources). The criticality of each risk factor is
analysed together with the business during the yearly self-assessment exercise.

= One scenario is built for each identified critical resource. The scenario consists of the non-availability

of one specific critical resource. It involves frequency and severity estimations relative to the current
Page 20 © Scenario-based AMA working group
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Halifax Bank of Scotland

(=) = o g
I HBOS pic OR : , oy Out Print
v P ASpECtS = viewilpdate = Reporting = Search SIERVT N A
w? Risk Record - Details
Risk Cateqgory:
Tier 1 =9 Tier2d Tier3 o
IF'eopIe LI IUnauthDrised Activity £ Roguoe Trading / Employee |L| ption Selected
Misus_e of privileged information
= Every organisation unit in the Group et nipulation
. Activity leading to deliberate mis-pricing
(Curl’enﬂy apprOX 370) Completes a semi Activity with unauthorised counterparty
Activity in unauthorised product
_ 1 1 Incorrect models (intentional) —
annual self-assessment (scenario) profile. e o s
llegal/agygressive selling tactics - |

= The risks and risk scenarios are based on a

3 t?ered categorisation framework, tier 1 = |tis a Group-wide exercise with the ability to
being people process, systems, external and : o
cross reference risks and responsibility

business (shown above).
( ) between business areas (i.e. Where the

" The process involves consi.dering interryal & potential impact will effect one area but the
external losses, together with changes in the

businesses environment relating to the
categorisation framework.

process is owned in another).
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UFJ Holdings, Inc.

System Risk Evaluation Sheet

(IT System Risk)
el Okn Haas T —T T F——— T Wmbsis saek pvkid bns o, erd su ppess cuspinen Tk
e Ol Hams | m Mg | Ty el g sl s s e okt i .
v Tl Table of Operation Process
¥ e § comnss P
- — (Processing Risk)
L g | LR |FL| CAITI I | 8% ) B (g ryger iy
|3tritsg Limplomernation of Loas |

i frin
o
LbLin
S
g e
W o st
e v i i ks i ol
pad ik ¥
-
o gl
[z EICE -

Arakirs b ey, eomsin nvd e e e d e egn b e pr

LE T e T R S llxlllll

Chasrecmr i el Ok sl Predsnm)

H/ @ Low Score
C . L'
Scoring Table
Key A 0.5points scoring > Process Hih Score
Key B 0.3points °
L J/ SyStem = Weak
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=  Self risk assessment are made
via group-wide tools for every
material process/system.

= \Weaknesses against
operational risk events are
identified for each
process/system via standard
assessment keys.

» The risk assessment process
involves evaluating the control
level and considering changes
in the business environment.

= Completed evaluation sheets
are scored by using a scoring
table which assigns a score to
each assessment key.

= Higher-scored
processes/systems are eligible
for scenario generation.
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How to evaluate scenarios in an organisation?
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Banca Intesa

*The scenario forms (questionnaires) are
distributed by an Intranet based (Java)
assessment tool (GARI)

Cross
Reference
&
Coherence
Check

Execution Validation

*Each questionnaire refers to a part of Self Risk Assessment
the organisation based on an : —
. . . dk mployer
organlsatlonal mappmg' The Head . Are you exposed to the risk of suffering losses linked to

Of eaCh DiViSion or department sl fraudsiillegal intentional acts by employees?
IYES "I

executes the assessment

*The results of each questionnaire
is validated by Internal Audit and the
Security Office

Preparation Planning

Mitigation Description Mitigation Date

. *Inputs . + —Organizational structure of the bank
' —Internal/External Loss Data ' . —Risk Class Model

—KRI / Last years SRA ' | —Predefined severity/WC classes
—Audit & security reports '

—ORM correspondents
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Barclays

Ref Mo. Risk Scenario e BT 7o

Control Processes F I Appropriateness Evidence Effectiveness mitigation %%

Impact in a 12 month period
Reputational Staff Dissatisfaction Service Failure Regulatory £ Legal

Damage 4 wWelfare Erosion MNon - Compliance £ Impact / Event £ Expected Annual
Loss

Frequency

L L] H C L LY H C L 4] H C L LY H C

miitigating Actions / Rational for Acceptance Owner Completion Date

* Risk scenarios are evaluated by relevant business expertise either through a
facilitated risk workshop or through self assessment questionnaires.

« Key inputs into the evaluation are Loss experience, KRIs and Audit Information.

« The appropriateness and effectiveness of the controls are assessed and a decision
taken whether further investment is required in controls or whether the risk is within
appetite and should be accepted in line with Group Risk Acceptance Policy.
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Dresdner Bank

:
= The scenarios are distributed by a Web-Tool “%%_ e a

= The distribution follows a defined workflow.

= Each questionnaire refers to a part of the
organisation based on an organisational :
mapping.

»= For each organisational part an assessor e
and an approver are determined. b

= The assessors fill in the
questionnaires, the

Workflow for Structured Self-Assessment Questionnaire

approvers approve them. ; | : - |
= ‘ ject prove|  qualit p[‘ﬁc'zpon
" Questionnaires also serve I == iin = 1 ’ <
as a guidence for workshops. [ | e o e B ey R
= Subsequently the analysis N
. g requality
and quality assurance take )
§ read
place. 2 |
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GENERIC STRESS
SCENARIOS SCENARIOS
>
£ 28 _ &
L= o= 0 =
a, 9 o o QLS Entity
o= s o . O
] 8 o Q -0 t:
A~ E § E A~ 8 Business : | Network Bank | Business Line : | ME | Legal Entity : Belgium
O - Assessor : | C. Scherpereel | Validator : | P. Acx |
> ME
<Zn _______ ) _\ _________________________________ | Scenario |
o
; [ IPS it Iy It | At A Risk Factor Class: | People | Risk Factor: Availability Last Review Date: 31/03 /2003
<el 0 e
2
Z A~ | Current Risk Profile |
< o
O Frequency Severity
| T | TR S B e | |
O TOTAL __________________________________________ Average: 300 Average: | 1200 |
Worst Case (90P): | 650 Worst Case (90P): | 150.000 |
Scenario Risk Profile |
Frequency Severity
Average: +50 % Average: +30 %
Worst Case (90P): +20 % Worst Case (90P): +0 %

The scenarios are stored in a central database (OPERA) and are reviewed on yearly basis.

Scenarios are currently built for each organisational part, i.e. business line/legal entity. Scenario
outcomes, together with self-assessment results, KRIs, loss experience, etc, are discussed with the
business risk management team/business risk committee.
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Halifax Bank of Scotland

Delivered through AspectsOR, an
inhouse built, intranet based tool.

Facilitated workshops define the
scenarios (full training undertaken,
including lessons learnt, for the
facilitators after each exercise).

|dentify 2 scenarios per risk, most likely
and worse case scenario.

A residual and average risk exposure
figure is then calculated per risk within

fx—‘ HBDS ple ASpECtEGR = e I B = Repordng = Jearch

D orcaraebar adels i Lim z )

| ) Rogulai oy i
|- el a0 CcotEde ik e e

=||-E=anzi-e te zEcbor Maks 15k a2 3 1@ ED C- 0 1UTE =l

: el curniouls ™ o

151 T owde ;|:|-’«:a-qu-:ds ¥ | iesar-2100s J
' 4 £

| anaral @ = Ganaran @

| Tzmt ;Ig Hum e

| nre ol Trveeeemee vEe s rad woe e e aen o adeding aasite et EDva ST an esn beF AN Tare s bepe i -he smd - sdng eomcn e 2]
lan rnesoezd e ener e oy, weeead Con Ce]|bw Lk st ctoiins Feewee sk, e Ll oraalk es=d codog reagee: 1
[ e e e e e R R R R R R R R R N R E R R M B B B (et e e ——

| Mot Kiboely pooh abiling g * o

dlans

AspectsOR.

-

Business units
complete
Operational Risk

Profiles (ORP) at all

levels.
\_

~

/

[ |

|U 3alar a0l €4z 593 1YL rCzorad s34l 1 nns by <Fe gk 1anct o,
| Hesgumah e lun Audivn | Sl

bl s el
[T P .

E [4ea-om lun 1epdiedule

=  Annual loss distribution obtained on the basis of the
scenario results by convolution.

= Correlation between risk types introduced via monte
carlo, preformed with a common seed.
= Potential double counting of risk is mitigated by
aggregation and adopt functionailty in AspectsOR
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UFJ Holdings, Inc.

Operational loss “generic
scenarios” and “stress
scenarios” are created for the
weaker (or, “higher-scored”)
processes/systems.

Scenario worksheets which
are group-wide tools are
distributed in Excel format.

The expert, who completed
the original risk assessment,
create the scenario.

Risk management sections
verify the scenarios.

System Ri sk Scenario Sheet

Scenario Analysis Form

(IT system risk)
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average

atpeak

@ amount per ransaction
I i yen

T within 1 month

i BRI [ NS

«+ change in exchange rate
o interest rate

loss of original amount
inerestexpense -

foreign exchange -

M average

L 1

amount of ransaction

amount of ransaction

amount of ransaction

Extrene damage at Chiba conputer center due
N e Title to large scale of earthquake
Mot Tine(A) No A-a-1(21)
End date End tine(B) atermA through B 4 day:
Scenario  |Exterene size of earthquake striked in north prefecture of Chiba.
Al the lifelines been broken-down. Building of computer center has been damaged but able to use.
r-- - - ----=-=-=-=-=-= |
I .
Scenario work sheet |
|
| . . I
| (Processing risk) |
I nfl uence custorer (L e e e e e === -
enpl oyee
branch |30 branches are danaged. | B | | St |
/:JM Total of 40 ATMare out of services PN Roezon)(olchicoss @ G
others
(1) System recovery man * hour = nan/ hour | (1] operaton T standara
jul (2) Runni ng operation man * hour = man/ hour o = — strees case When
; 1y %. stress cases
o (3)Branch gui dance man * hour = man/ hour n pesr § =l
.':n Expenses| (4) Peacauataloner atilon 0 © o Soaa s L1 total point is over 03, or average is over 0.1 [lstress case of market volatility
7] P \ X o L1 other
2 (5)Branch operation man hour = man/ hour
. (man-  |(6)Server substitution man * hour = man/ hour | [2] Process the loss will
9 power ) T 1o explicit rule/ procedure
L1 no standardized documents
z L1 o systm support 4. Frequency
2 I m
Total expense: 110 Myen hour/ 156 = I: Hlgreat possibity of wrongoing R I -
8 Tother L1100~ 200 times/yel 11 time/ 1yea [ 11 time/ 10~ 100years
< 17110~ 100 times/ yed 11 time/1~5y =11 time/ over 10c
2 (7) Restoration fee by mnufacturer ... |: L1~ 10 times/ year [11 time/ 5~ 10,
ol
2
and total: 5. Amount of Loss
. SRR ry
5
5 (1) Damage in hardvare: 2. Basic Information o DirectLoss ( )
) )
a @ Central Machi nes/ Cabl es danage conditons
= Direct @ Branch Machines damage I Crnify el CeiEn
D + amountoftransacton 1 average B rmexcimy
i loss @  number of ransacons per month « recovery rafe. =1 0% =1 100%
o fmelag 1 shortest

2l var e

S (describe specificly)

o Indirect Loss

1. Expenses for recovery ( mainly cost of manpower |
branch man x
headquarter man x
system man x
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What do reports resulting from assessments look like?
What are the dimensions on which reports are based?
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Banca Intesa

Reporting Tree

Macro Organizational Part

‘ Organizational Part 1 ‘ ‘ Organizational Part .. ‘ ‘ Organizational Part n ‘

Dimensions:

Detailed Risk Report

Intesa

Summary Risk Report

= Risk factor

= Description of scenario

By Risk Factor

scenario Assessment Detailed Report

= Potential loss

Overall Risk

(WTﬁiH{;é’é}Vin RETAIL BANKING DIVISION]  DATE amwn3) RESPONSABILE [mR ROSSI | ORM BUSINESS LINE MBR [ MR BIANC f req uen Cy
"""""""""""" Risk Factor Scesari Angirey AvgSer  FsimaiedH G Fafg  Veleraily  Coairel _ _
Emplaper Risk = Potential loss severity
1 Areyouexposedto vk of sufferiiz loss  Frequent Weglizihle € xoox € ;000 A Pocr conparty (ave ra g e + WO rSt Ca Se )
linked to frands [ illegal itertional Weeklr < 30000 envimmuat
acts [oolbusion, money lamdermg,
ey erglee? = EL + CaR (Gross)
BN =t otucetarndlit ot ol e ol = Rating
nﬁstgloes,fﬂre"sandmogr:fpﬁ u V | blt t
manipulation)? u nera I I y ype
3 Esiste lapossihiltta di subire perdite Rare Sigmificant € oooix € ooox A Fhall " Qua I ity Of ContrOI
arising froam the mususe of provileged | Semestral HITIOH OO
corfidertial mfbamation by employess? . .
= Mitigation Type
|
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Barclays

General Info Data for EC model
Business Risk Con Impact | Fin Loss [s):::fl Service Regl Overall
- . o )
No Type | Cluster |SBU Activity Descripti Effect Freq (£m) (&m) Fin Loss | Rep Dam Weltare | Failure Legal non| Mit % Risk
on Erosion Comp Rank

» The outputs of the scenario assessments feed
the Business Area and Group Risk Profile Reports.
» The output informs management action including
investment in controls, risk transfer and capital allocation.
» The scenario ‘potential loss’ data is modelled in
conjunction with actual internal loss data to calculate
the economic capital requirement for Business Areas

and the Group.

1 Outputs include:

* Risk description

* Frequency

* Impact

* Annualised Financial Loss

* Indirect Impacts

* Level of Mitigation

* Required Management Actions
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Dresdner Bank

Structured Seif-Assessment: Management Scorecard Report a3 ananBAnK
Product: Infara st Rala Darivadivas org-Mnit; Invastmant Banking Locatien: Frankfur
Risk Matrix Humhar Prianhsl Ines
Prtendlal Heak lacln- ot e st Trequemnoy
boean. mapprity | 85 AT
" ; RRL-HE 4
| hFTh 125535,
i e | Furanaazs RS 571 504 =
o Lirardsdmws | Srrors E 120> Shmiie=

 Ureor med Sodress z 1180 % 1mEmr-
| e Deslx 1namr.

| Pz rn: il & Fuzara o 14 275 CTET
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ot Smrs e E ELTINEY Hgud =
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-
mearae Loeas STaswrt) o) SEIL - ISR W '-.'.\.“-!: = RN, g |.||
Torartn Lon Proqusry pad G EREY o pmens S wea - ek, pee]

14%

17%

v

Rizk sub-category

IT Information Technolo

I Infrastructure
PR Personnel Resources

EFR: Unintertional Errars

(ue | (T . oo activtes
L

17% FF Reconcilistion & Reporting
17% ES Ext. Services

Dimensions:

Humber
of
relevant
ANSWETS

14

Organisational part
Risk factor

Nb relevant scenarios
Potential loss frequency
Potential loss severity
Standard risk cost

Quality of risk factor

Quality (overall}
excellent “
0% T % T % 21 % G4 %
T % 43 % 14 % 0% 36 %
20 % B7 % T % 0% T %
17 % 33 % 17 % 17 % 17 %
0% 17 % 0% S0 % 33 %
g% S0 % 0 % 17 % 25 %
42 % 33 % 17 % 0% g%
0% S0 % 17 % 17 % 17 % .
0% 17 % 0% 0% 83 %
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FORTIS

= A group-wide operational risk report is built each quarter. .

GENERIC SCENARIOS BY STRESS
LOSS EVENT TYPE S
RISK FACTORS SCENARIOS
> o0 » » ‘g
- ©v »n &= = O E Z O
& s 6 8 L= ‘2 B 5] ‘o=
o= e} o) - , 0 <
53 £ 5 TOTAL|| 532 S8 Z ==
R S 8 S § 8 2 L&
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<
Q
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Potential loss frequency profile : Fye g1

y7i
Potential loss severity profile :{O’J ME, G1

K

Potential impact on VaR : AVaRyg, 1

= Scenarios are used for the
calculation of sensitivity
(AVaR) to non-availability
of a risk resource.

= Although scenarios are
used in the operational risk
management process, they
do not contribute directly to
the calculation of economic
capital, which is performed
on the basis of loss data
with defined qualitative

adjustment
© Scenario-based AMA working group



Halifax Bank of Scotland

= Tailorable summary views in AspectsOR for users (dummy
example shown below).

= Automated paper based reporting generated around risk
categories, business units, action plans etc.
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Comparison between total average value and total
operating income by Division

B % of the Group
Average Risk value

O % of total Group
Operating Income

Percentage

Comparison between total average risk and total
risk weighted assets by Division

1 B % of the Group
Average Risk value

O % of Total Risk
Weighted Assets

10 20 30 40 50
Percentage

o

A Group-wide operational risk report is
produced semi annually for the Board and Audit
Committee. Results from the scenario exercise
are used with other OR information including
losses, project risk data etc.

Comparisons drawn against other operating
measures (dummy example shown above)
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UFJ Holdings, Inc.

_‘ Result of System Risk Evaluation ! —{ Result of Evaluation by System I
March 2002 Mar 2001 cvaTEN Importance Result
Levelof | Risk [ system e toagen Ve 5Eas] Domestic [ Overseas [ | | Grand - sk Leve
Impartance|  Level | Department|™ 1 °| Branchs | Subsidiarie| Subsidiarie| Total N A 1 ! 1 Extremely Srmal
A et A 1 1 1 Extrermely Smal
R A 1 1 1 Extremely Smal
HR X0 . 0
o = Dimentions
RO R
B 0 = System/Process
Durability = System durability again ~ Type Of IOSS event

—— Standard = Risk Factor
SYSTEM SCENARIO :
Frequency Severity Fre = Description of scenario
1 Computer Center Breakdown by Earthquake A LR
2 "Cnling" Breakdown by Earthquake in Tokyo pref. i RIRK =  Potential loss frequency
3 Farthguake in Osaka prefecture A hA R
Gran 4 "Onling" Breakdown in Osaka pref. £ 4 B A = Standard risk cost
Tata ) Main Accounting System Breakdown L L
h "Cinling" Breakdoman in Nagoya pref. A hA R = Stress case
7 "Banking Association Metwork" breakdown A L . .
T ATV et oy o = Potential loss severity
8 Fraud {using forged Bankcard) A A
10 Miss Operation in Computer Center A L = Same as above

B = QOperation volume
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What distributional assumptions are you making in your
risk capital model?
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Choice of distributions and qQg-plots

Dresdner Bank: qqg-plot for OR losses

Severity distributions:

Lognormal: Credit Lyonnais, Dresdner Bank
HBOS

Normal Gamma: Fortis, Dresdner Bank

Others, e.g. Gumbel, Weibull, Frechet:
Banca Intesa, Halifax Bank of Scotland

Frequency distributions:

(Negative) Binomial distribution: Dresdner
Bank, Fortis

Poisson™: Banca Intesa, Credit Lyonnais,
Dresdner Bank, UFJ Holdings
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Observed Quantiles

Lognormal Quantiles

HBOS: qq-plot for OR losses > £ 10,000

Empirical Loss Quantiles

Analytical Lognormal Loss Quantiles
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